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Overview

LTI consumer client registrations can be created in EQUELLA and used with LMSs and
other LTI compliant products to send information between the systems, as well as
allowing users to sign into EQUELLA via the LMS/LTI tool.

This guide details the configuration of LTI consumers in EQUELLA, and the LTI/LIS role
mappings to EQUELLA roles.

LTI consumer ACLS

To be able to create, edit or delete LTI consumers, relevant administration users will need
to be granted the following ACLs:

e CREATE_LTI_CONSUMER
e EDIT_LTI_CONSUMER
e DELETE_LTI_CONSUMER

Create LTI consumer

When an LTI consumer client is created in EQUELLA, a Consumer key and Consumer
secret is allocated. These values are then entered in the LMS or LTI tool to secure the
LTI integration. Additional username options are configured for each LTI consumer
registration.

Create new LTI consumer

To create a new LTI consumer

1. Select Settings from the navigation menu, and either type LTI in the filter box, then
select LTI consumers from the results or scroll down to LTI consumers on the
Settings list. An example is shown in Figure 1
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Create and maintain LTI consumer client registrations
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Training documentation

Manage tasks

Manage external
resources

Manage resources

Manage acfivations
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Setfings

Figure 1 Settings page - LTI consumers

The LTI consumers page displays. An example is shown in Figure 2.

™7 &1 R eBETA (O)Llocour [

1B EQUELLA
LTI consumers

Seftings > LTI consumers

Dashboard
LTI consumers

Favourites

My resources

@  Blackboard integration Disable | Edit | Clone

Search

@ Moodie LTI Disable | Edit | Clone

+ Confribute @ Create new LTI consumer

& Browse resources by
format..

Training documentation

Figure 2 LTI consumers page

2. Select the Create new LTI consumer link to open the Create new LTI consumer
page. An example is shown in Figure 3.
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™7 A& 13 R BETA () LOGOUT
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Create new LTI consumer
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% Eﬂfr?;‘ffte resources by “Consumer key | 5625e4d0-add3-4f7-8938-23187 0cdfd4
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Username prefic
._,éu Manage tasks Automatically modify usernames to disambiguate from other LTI consumers

Manage external Username postfic

resources

®

Automatically modify usernames to disambiguate from other LTI consumers

Manage resources Useable by Everyone [0 S ELTTS

Only allow user malching this expression to use this consumer

Manage activations

& o &

Unknowin user handling | Create local user and add them to the following groups... v
Reporis Choose how to handle logon attempts with a username that doesn't exist
Groups
Settings Contributors o |

© Aod oroups

LTI/LIS Role Mappings

Instructor role

Instructor = Content Administrator Role Q |

© Add roles
Select the EQUELLA roles that should be used when the LTI Instructor role s defected

Other roles

Student = Viewer Role [x] |

© Add roles

Enter a standard or cusiom LTI role, then select the EQUELLA roles. Note: LTI roles are case
sensitive

Unknown roles

<Unknovm> = Viewer Role [x] |

© Add roles
Select the EQUELLA roles that should be used for all unmapped LTI rokes

*indicales mandatory fiekis

Figure 3 Create new LTI consumer page

3. Enter a Title (e.g. Moodle LTI) and a Description (optional).

4. A default Consumer key displays. This can be changed as desired. The Consumer
key is entered in the LMS/LTI tool during integration configuration.

5. A default Consumer secret displays. This can be changed as desired. The
Consumer secret is entered in the LMS/LTI tool during integration configuration.

6. If required, enter a unique Username prefix (e.g. mdl_) or Username postfix
(e.g._mdl) for this LTI consumer. This prefix or postfix is added when new users are
created to distinguish those users accessing EQUELLA from this LTI consumer.

7. The Usable by field allows administrators to restrict who can use this LTI consumer.
The default is Everyone. Click EXE to open the Select recipients... dialog to select

users, groups or roles from the Home tab, or other options, such as Guest users,
specific IP address etc. from the Other tab. An example is shown in Figure 4.
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Select recipients.. (%]

Home Other

Match Any v

E
Type @ Users Groups Rolss Sy Q

Filter by groups

¥ OK

Figure 4 Select recipients dialog

For more information on the Recipient selector, see the EQUELLA Administration Overview
Guide.

8. From the Unknown user handling drop-down, select the system behavior when an
attempt is made to logon to EQUELLA with a username that doesn’t exist. Options
are:
= Deny access and present error message
= Treat user as a guest
= Create local user and add them to the following groups...

If the third option is selected, click the Add groups link open the Select group(s)
dialog to search and select the required groups to which the user will be added. An
example is shown in Figure 5.

= ]
Only allow user matching this expression to use this consumer

Unknown user handing  Create local user and add them fo the following groups... v
Choose how to handle logon attempts with a username that doesn't exist

SELE Contributors Q

€ Add groups

Figure 5 Add groups link

LTI/LIS Role Mappings

Standard LTI/LIS roles that are supplied to EQUELLA from the LMS/LTI tool can be
mapped to EQUELLA using the LTI/LIS Role Mappings section on the Create new LTI
consumer and Edit LTI consumer pages. Additionally, custom roles can also be
mapped to EQUELLA roles.

The LTI/LIS Role Mappings section has three areas:

e Instructor role — commonly used LTI role within LMSs. Use this area to map to
relevant EQUELLA role/s.
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e Other roles — use this area to map all other roles used in the integration. A list of the
standard LTI/LIS roles is supplied. Custom roles can also be added and mapped in this
area.

¢ Unknown roles — use this area to select the EQUELLA roles to default to when an
unknown role is supplied to EQUELLA.

An example is shown in Figure 6.

LTI/LIS Role Mappings

EAIEIIED Instructor = Content Administrator Role (%]

€ Add roles
Select the EQUELLA roles that should be used when the LTI Instructor role is detected

NS Student = Viewer Role Q

& Add roles

Enter a standard or custom LTI role, then select the EQUELLA roles. Note: LTI roles are case
sensitive

Unknown roles .
<Unknown= = Viewer Role 0

&) Add roles
Select the EQUELLA roles that should be used for all unmapped LTI roles

Figure 6 LTI/LIS Role Mappings

Mapping the Instructor and Unknown roles

In the Instructor and Unknown roles fields, the Add roles link is used to select the
EQUELLA roles to be used in the mappings. An example using the Instructor role is used
below:

To map to EQUELLA role/s

1. Click the Add roles link under the Instructor role field. An example is shown in
Figure 7.

Instructor rele | g roles selected |

Add roles
Select the EQUELLA roles that should be used when the LTI Instructor role is detected

Figure 7 Add roles link

The Select role(s) dialog displays. An example is shown in Figure 8.
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Select role(s) (%)

The search query can contain a role name or a partial role name with a wildcard character (nam®).

+ Select these roles

Figure 8 Select role(s) dialog

2. Enter a search query then click | Q Search | Matching results display. An example is

shown in Figure 9.

Select role(s) (x]

The search query can centain a role name or a partial rele name with a wildcard character (nam®).

ad Q, Searc

System Administrator Role

¥/ Content Administrator Role

" et ese ks

Figure 9 Select role(s) dialog — results

3. Select the required role/s, then click BT The mapping/s displays in the
Instructor role field. An example is shown in Figure 10.

EEEIED Instructor = Content Administrator Role 0 |

@ Add roles

Select the EQUELLA roles that should be used when the LT Instructor role is detected

Figure 10 Instructor role field with one mapping

Select the Add roles link to add more mappings.

Mapping Other roles

The Other roles section is used to map all LTI/LIS standard roles (other than Instructor)
to EQUELLA roles. Custom roles can also be mapped.
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To map an LTI/LIS standard role (other than Instructor)

1. In the Other roles area, start typing the required LTI/LIS role in the Enter LTI/LIS
role field. A list of all the standard LTI/LIS roles displays in a drop-down list. An
example is shown in Figure 11.

Other roles

Mo roles selected |

st @ Add roles
Student LTl roles are case
Faculty

Unknown roles | Member
Learner

Mentor
Staff

Alumni jindic ates mandatory fields
Prospective Student Save T|

Guest
Other

Administrator
- _

Figure 11 List of standard LTI/LIS roles

2. Select the required role.

3. Click the Add roles link next to the selected LTI/LIS role. An example is shown in
Figure 12.

Other roles

Mo roles selected |

Student |O Add roles I

Enter a standard or custom LTI role, then select the EQUELLA roles. Note: LTI roles are case
sensitive

Figure 12 Add roles link

The Select role(s) dialog displays. An example is shown in Figure 13.

Select rolefs) (X}

The search query can contain a role name or a partial rele name with a wildcard character (nam®).

| [

+ Select these roles

Figure 13 Select role(s) dialog

4. Enter a search query then click | Q Search | Matching results display. An example is
shown in Figure 14.
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Select role(s) (%]

The search query can centain a role name or a partial rele name with a wildcard character (nam®).

ad

System Administrator Role

¥/ Content Administrator Role

" et eseroks

Figure 14 Select role(s) dialog — results

5. Select the required role/s, then click BT The mapping/s displays in the
Other roles field. An example is shown in Figure 15.

Otherroles | ot jent = viewer Role [ x] |

@ Add roles

Enter a standard or custom LTI role, then select the EQUELLA roles. Note: LTI roles are case
sensitive

Figure 15 Other roles field with one mapping

To add further EQUELLA roles to LTI/LIS roles that have existing mappings or to add
another LTI/LIS role mapping, repeat steps 1 to 5.

An example with multiple roles mapped is shown in Figure 16.

TS Student = Viewer Role

istrator = Content A istrator Role

Administrator = System Administrator Role

0O 0 0 0

Guest = Guest User Role

© Add roles

Enter a standard or custom LTI role, then select the EQUELLA roles. Mote: LTI roles are case
sensitive

Figure 16 Other roles section with multiple mappings

Mapping custom roles
Custom roles can be added in the Other roles section and mapped to EQUELLA roles.
To add a custom role

1. In the Other roles area, type the custom role (e.g. Lecturer) in the Enter LTI/LIS
role field. Check that your custom role doesn’t appear in the LTI roles drop-down,
otherwise ignore the drop-down list.

NOTE: When typing custom roles, be sure that it is entered as an exact match to what is
being used in LMS/LTI tool, including case-sensitivity).
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An example is shown in Figure 17.

Otherroles | s roles selected |

Lecturer] © Add roles
Student LTl roles are case
Faculty

Unknown roles | Member

Learner

Figure 17 Type the custom role name (exact match to source)

2. Click the Add roles link next to the custom role name. An example is shown in Figure
18.

Otherroles | g roles selected

Lecturer IC) Add roles I
Student LTl roles are case

Faculty

Unknown roles | Member

Learner

Figure 18 Add roles link

The Select role(s) dialog displays. An example is shown in Figure 19.

Select role(s) (x]

The search query can contain a role name or a partial role name with a wildcard character (nam®).

+ Select these roles

Figure 19 Select role(s) dialog

3. Enter a search query then click [ =" "/, Matching results display. An example is

shown in Figure 20.
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Select role(s) (%]

The search query can centain a role name or a partial rele name with a wildcard character (nam®).

ad Q Search

System Administrator Role

¥/ Content Administrator Role

" et eseroks

Figure 20 Select role(s) dialog — results

4. Select the required role/s, then click BT The mapping/s displays in the
Other roles field. An example is shown in Figure 21.

S Lecturer = Contributor Role (%] |

@ Add roles

Enter a standard or custom LTI role, then select the EQUELLA roles. Note: LTI roles are case
sensitive

Figure 21 Other roles field with custom mapping

To add further EQUELLA roles to the custom roles that have existing mappings or to add
another custom role mapping, repeat steps 1 to 4.

An example with multiple EQUELLA roles mapped is shown in Figure 22.

AR Lecturer = Conlent Administrator Role Q

Lecturer = Contributor Role Q

@ Add roles

Enter a standard or custom LTI role, then select the EQUELLA roles. Mote: LTI roles are case
sensitive

Figure 22 Other roles section with multiple mappings

Save LTI consumer

1. Once all fields are completed, click .

Edit LTI consumer

To edit an LTI consumer

1. Select Settings from the navigation menu, and either type LTI in the filter box, then
select LTI consumers from the results or scroll down to LTI consumers on the
Settings list. An example is shown in Figure 23.
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Figure 23 Settings page - LTI consumers

The LTI consumers page displays. An example is shown in Figure 24.

. mraugww g [
S EQUELLA
LTI consumers

Seftings > LTI consumers

Dashboard
LTI consumers

Favourites

My resources

- | @  Blackboard integration Disable | Edit | Clone
A, Search @ Moodl LTI Disable Clone
Contribute @ Create new LTI consumer

3 Browse resources by
formal

Training documentation

Figure 24 LTI consumers page

2. Select the Edit link beside the LTI consumer to be edited to open the Edit LTI
consumer page. An example is shown in Figure 25.
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™7 & 13 3 BETA (9 LOGOUT

T EQUELLA' .
Edit LTI consumer

Seftings > LTI consumers > Edit LTI consumer

Bl Dashboard .
Edit LTI consumer

Favourites

UUID | 825ch502-Tabe-4b52-8dd3-975cade7dc3e
s—-__ My resources

“Title | Moodle LTI

N Search
Descriplion
+ Contribute
-
g E}frﬂr;’;f resources by * Consumer key  p48581d7-89c-4371-bf2-c5M633616720
* G t - s 4 &
% Training decumentation onsumer secrel | h99597aa-e7ar4467-84ar522191ab24
Username prefix
o%, Manage tasks Automatically modify to i from other LTI

Wanage external Username postfic

resources Automatically modify o from other LTI

WManage resources Useable by Everyone [ MeIETTE
Only allow user matching this expression to use this consumer
Manage activations

Unknown user handiing | Create local user and add them to the following groups v

Reporis Choose how to handle logon attempts with a username that doesn exist

&l I @

Groups | Mo groups selected
Setiings

€ Add groups

LTI/LIS Role Mappings

Instructor role

Instructor = Content Administrator Role [x] ‘

€© Add roles
Select the EQUELLA roles that should be used when the LTI Instructor roke is detected

DirEE | No roles selected ‘

@ Add roles
Enter a standard or custom LTI role, then select the EQUELLA roles. Note: LTI roles are case
sensitive
Unknown roles
<Unknown> = Conlent Administrator Role [x] ‘
€ Add roles

Select the EQUELLA roles that should be used for all unmapped LTI roles

* indicates mandatory fields

Figure 25 Edit LTI consumer page

3. Make the required changes. For information on specific fields, see Create new LTI
consumer on page 4 and LTI/LIS Role Mappings on page 7.

4. Click b,

Disable or enable LTI consumer

LTI consumers can be disabled and enabled. For example, an administrator may wish to
disable a particular LTI consumer to prevent it from being used during a maintenance
period. Once maintenance is complete, they can then enable it for use.

To enable or disable an LTI consumer

1. Select Settings from the navigation menu, and either type LTI in the filter box, then
select LTI consumers from the results or scroll down to LTI consumers on the
Settings list. An example is shown in Figure 26.
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Figure 26 Settings page - LTI consumers

The LTI consumers page displays. An example is shown in Figure 27.

. mraugww g [
S EQUELLA
LTI consumers

Settings > LTI consumers

Dashboard
LTI consumers

Favourites

My resources

- | @  Blackboard integration Disable | Edit | Clone
A, Search @ Moodl LTI [Ois abie]| Edit | Clone
Contribute @ Create new LTI consumer

@ Browse resources by
formal

Training documentation

Figure 27 LTI consumers page — Disable link

2. Select the Disable link beside the LTI consumer to be disabled. The LTI consumer is
disabled and can no longer be used. The Disable link has changed to an Enable link.
An example is shown in Figure 28.
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Seftings > LT consumers -
Dashboard
LTI consumers
Favourites
My resources
@  Blackboard integration Disable | Edit| Clone
S (%) Edit | Delete | Clone
Confribute €D Create new LTI consumer
Browse resources by
format..
Training documentation
T | Z

Figure 28 LTI consumers page - Enable link

3. Click the Enable link to enable the LTI consumer for use.

Delete LTI consumer

When deleting an existing LTI consumer, it must be disabled prior to being deleted.
To delete an LTI consumer

1. Select Settings from the navigation menu, and either type LTI in the filter box, then
select LTI consumers from the results or scroll down to LTI consumers on the
Settings list. An example is shown in Figure 29.

w7 &3 % 8eETA (M LOGOUT

'éffqustu’ .
e Settings

Dashboard

Settings

Favourites

My resources

External tool providers (LTI}
Search Configure default settings for LTI providers

Contribute LTI consumers

Create and maintain LTI consumer client registrations

Browse resources by
format.

Training documentation

Wanage tasks

Manage external
resources

Manage resources

Manage acfivations

Repors

Seffings

Figure 29 Settings page - LTI consumers

The LTI consumers page displays. An example is shown in Figure 30.
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. mraugww gwor [
S EQUELLA
LTI consumers

Settings > LT consumers

Bl Dasnhboard
LTI consumers

Favourites

My resources
@  Blackboard integration Disable | Edit | Clone
| Edit | Clone

A, Search @  Moodl LTI

Contribute @ Create new LTI consumer

Browse resources by
format

& Training documentation

Figure 30 LTI consumers page — Disable link

2. Select the Disable link beside the LTI consumer to be deleted. The LTI consumer is
disabled, and the Disable link changes to Enable, and a Delete link displays. An
example is shown in Figure 31.

Seftings > LTI consumers &

Dashboard
LTI consumers

Favourites

My resources

[ — @  Blackboard integration Disable | Edit | Clone
S o i Enable | Edit Clone
Contribute @ Create new LTI consumer

Browse resources by
format..

Training documentafion

Figure 31 LTI consumers page - Delete link

3. Select the Delete link beside the LTI consumer to be deleted. A confirmation box
displays.
4. Click

Contact Client Support

We are always happy to help.

If your organisation has a support agreement with EQUELLA then help is available at
http://equella.custhelp.com.
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